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Introduction

As part of the American Recovery and 
Reinvestment Act of 2009, Congress 
passed the Health Information Technol-
ogy for Economic and Clinical Health 
(HITECH) Act. HITECH offers a  
number of financial incentives designed 
to promote the adoption and meaning-
ful use of electronic medical records, but it also makes significant changes to existing patient privacy 
laws and imposes increased civil and criminal penalties for their violation. 

In 2009, the United States Department of Health and Human Services (HHS) issued interim rules for the 
provisions that were effective immediately. On June 14, 2010, HHS published its proposed modifica-
tions to the HIPAA Privacy, Security, and Enforcement Rules. The period for public comment ended on 
September 13, but HHS had not yet published its final rules at the time of this article’s publication. HHS 
explanations and proposed rules are subject to change in the coming months. 1 We urge TMLT policy-
holders to consider implementing comprehensive staff education following the publication of the final 
rules to assure compliance and avoid significant fines. 

This article will provide a brief summary of the emerging changes to HIPAA most likely to affect 
physicians using EMR systems. Physicians and their medical practices using EMRs are presumed to be 
covered entities subject to HIPAA. 

Emerging changes to HIPAA

Listed below are some of the potential changes that may affect physician practices.

•	 Civil and criminal penalties for HIPAA violations have significantly increased, as described below.
•	 HHS intends to provide a 180-day grace period beyond the effective date of the final rules to pro-

mote and ensure compliance with most of the new provisions. 
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•	 The term “protected health information” will generally 
replace the former “individually identifiable health informa-
tion.”

•	 Existing Notice of Privacy Practices for Protected Health 
Information (NPP) will need to be modified in a number of 
ways and redistributed to patients. 

•	 Practices are now generally required to comply with patient 
requests for restrictions on the use or disclosure of protected 
health information, unless otherwise required by law or in an 
emergency when the information is required for treatment.

•	 If your practice maintains protected health information 
electronically, it will be required to provide some type 
of electronic copy if requested.  The proposed rules offer 
detailed guidance on the transmission and charges relating to 
such requests.

•	 The HITECH Act and proposed rules did not change the 
timeliness requirements for access to protected health infor-
mation. Absent extenuating circumstances or off-site storage, 
HIPAA generally requires you to approve or deny access 
within 30 days. HHS proposes to remove the 30-day exten-
sion for records maintained off-site. Note: TMB rules only 
allow 15 business days. 

HIPAA FAQs

Even before the latest modifications to HIPAA, we received a 
number of inquiries from physicians about requests for patient 
medical records. Although specific situations may warrant the 
involvement of legal counsel, the following information is  
generally applicable to commonly encountered issues. You may 
always feel free to contact TMLT regarding the potential need  
for legal counsel.

Court subpoena vs. attorney subpoena

Records staff sometimes see “subpoena” in conjunction with a 
records request and wrongly assume it originated from a judge. 
An attorney representing either party in litigation may also is-
sue a subpoena. In the absence of a patient authorization, your 
HIPAA-compliant response requires you to distinguish between 
the two situations. 

Consider the following example: your office received a subpoena 
for the records of a patient and a deposition on written questions 
from a records retrieval company. No authorization was attached.  
First question: who authorized the subpoena? If the subpoena was 
issued by a judge or includes a judge-signed order authorizing 
disclosure, HIPAA permits the production of records. 

If the subpoena was signed by an attorney for one of the parties 
to the lawsuit, your office should request: 1 a HIPAA-compliant 
authorization (preferred); or 2 notice of satisfactory assurance. 
Although the subpoena itself may satisfy the requirements of  
satisfactory assurance, the authors recommend you safeguard 
patient privacy by requesting a separate document. The docu-
ment title may vary, but its core requirements do not. You should 

receive a written statement and accompanying documentation 
demonstrating:

 (A) 	The party requesting such information has made a good 
faith attempt to provide written notice to the individual 
(or, if the individual’s location is unknown, to mail a 
notice to the individual’s last known address);

 (B) 	The notice included sufficient information about the  
litigation or proceeding in which the protected health 
information is requested to permit the individual to raise 
an objection to the court or administrative tribunal; and

 (C) 	The time for the individual to raise objections to the court 
or administrative tribunal has elapsed, and:

(1)	 No objections were filed; or

(2) 	All objections filed by the individual have been  
resolved by the court or the administrative tribunal 
and the disclosures being sought are consistent with 
such resolution.

If the records request does not include a HIPAA-compliant 
authorization or a notice of satisfactory assurance, send a letter 
stating your commitment to patient privacy and confidentiality 
laws, observing the lack of a patient authorization, and requesting 
a HIPAA-compliant patient authorization or notice of satisfactory 
assurance. 

We recommend that you send records in this situation only after 
receiving the authorization or notice of satisfactory assurance. 
Maintain a copy of all documentation in your file. You may wish 
to contact TMLT about the potential need for objections or a 
protective order. 

Scope of records request

 You are a physician in a large medical practice with many differ-
ent physician specialties. When you receive a request for records, 
do you send only your records or those of your entire practice 
group? We suggest you consider who is requesting records and 
carefully review the scope of the authorization. The request will 
usually be directed to you individually or to the larger medi-
cal practice. If the request is directed to the practice, review the 
authorization to determine which health care professionals are 
specifically included. The authorization may also exclude certain 
types of health information. Be especially careful to supply only 
the authorized records in a situation where the requestor is not  
the patient.

HIPAA violations — steep fines and  
possible criminal prosecution

HIPAA violations are now categorized into a four-tiered system 
reflecting increasing levels of culpability. Lawyers describe the 
new penalties as giving HIPAA “teeth,” but the steep fines might 
be more accurately described as “fangs” to guarantee compliance. 
Civil penalties for each violation range from $100 to a $50,000  
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minimum, with an annual cap of $1.5 million for violations of the 
same requirement or prohibition.

Lowest penalty tier

For circumstances in which you could not have known of the 
violation by exercising reasonable diligence, the fine for each 
violation ranges from $100 to $50,000. Penalties may be assessed 
even though your office had no intent to commit the violation.

Consider the following example provided by HHS. 2 Your 
office failed to provide a patient a complete notice of privacy 
practices (“NPP”). An HHS investigation reveals that your 
practice has a compliant NPP and has appropriately trained staff 
regarding its distribution. However, a printer failed to print two 
pages of the notice. The error affected only a few of your NPPs. 
The exercise of reasonable diligence by your practice would not 
have avoided the noncompliance. A violation occurred in failing 
to provide the required (complete) NPP to patient(s), but it falls  
in the lowest tier. 

Reasonable cause violation

When a violation is due to reasonable cause, the penalties range 
from $1,000 to $50,000 per violation. HHS plans to define “rea-
sonable cause” as “an act or omission in which a covered entity 
or business associate knew, or by exercising reasonable diligence 
would have known, that the act or omission violated an adminis-
trative simplification provision, but in which the covered entity or 
business associate did not act with willful neglect.” 

The following is an example of a reasonable cause violation. 
Your practice received a patient’s request for access to his medi-
cal records, but did not respond within the required 30 days. An 
investigation revealed receipt of an unusually high number of 
requests within the relevant time period. Your practice demon-
strated a good faith attempt at compliance by having appropriate 
policies and procedures in place and by responding timely to the 
majority of requests received within that period. If an investiga-
tion had instead revealed that your practice did not attempt to 
address the backlog or communicate with patients in writing 
about the reasons for delay, the violation(s) could be categorized 
as “willful neglect.”

Timely corrected willful neglect violation 

If a violation occurred due to willful neglect but was timely  
corrected, a civil penalty ranging from $10,000 to $50,000 may 
be assessed. Willful neglect is defined by regulation to mean  
the “conscious, intentional failure or reckless indifference to the  
obligation to comply with the administrative simplification provi-
sion violated.” 

The following examples of “willful neglect” are offered by HHS: 

•	 Your practice disposed of several hard drives containing 
protected health information in an unsecured dumpster. An 
investigation indicates your practice failed to implement any 
policies and procedures to safeguard protected health infor-
mation during the disposal process.

•	 Your practice failed to respond to a patient’s request to 
restrict uses and disclosures of protected health informa-
tion about that patient. An investigation reveals (1) the lack 
of any procedures in place for considering the restriction 
requests received; and (2) your practice refuses to accept any 
requests for restrictions from inquiring patients.

Willful neglect violation

 In the event a willful neglect violation is not timely corrected, a 
minimum fine of $50,000 is imposed. Should any violation occur, 
your practice must take immediate corrective action to prevent 
HHS from imposing a penalty from the highest category. Main-
tain documentation of any staff education, counseling of employ-
ees involved in the violation, review and/or changes to existing 
policies and procedures, and any other actions implemented to 
remedy the inadequate safeguards. 

Conclusion 

Congress has significantly strengthened patient privacy laws and 
granted HHS the authority to impose severe penalties for viola-
tions. We encourage you to conduct a comprehensive review of 
your policies and procedures and proactively schedule staff train-
ing to ensure compliance with the changing requirements. 

Sources

1. 	 Proposed rules and detailed analysis can be viewed at http://
www.federalregister.gov/articles/2010/07/14/2010-16718/
modifications-to-the-hipaa-privacy-security-and-enforce-
ment-rules-under-the-health-information

2. 	 All examples offered in this article originate in the HHS  
explanations accompanying the Proposed Rules released 
July 14, 2010 in the Federal Register. Legal terms and 
details have been simplified by the authors.

Mark T. Beaman, JD, is the managing partner of Germer Gertz 
Beaman & Brown, LLP’s Austin office. Mark’s legal practice 
emphasizes medical malpractice defense and representation of 
health care professionals before their respective licensing boards. 
He assists clients in developing HIPAA-compliant response tem-
plates for records requests and in responding to patient privacy 
inquiries from the HHS. Mr. Beaman can be reached at mbea-
man@germer-austin.com.

Christa Carlton, RN, JD, is an associate attorney assisting Mr. 
Beaman in these practice areas. Ms. Carlton can be reached at 
ccarlton@germer-austin.com.



the  REPORTER

4 | the Reporter November-December 2010

Course author

Matt Murray, MD is a pediatric emergency medicine physician 
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Disclosure

Matt Murray, MD has no commercial affiliations/interests to 
disclose related to this activity.

Target audience

This three-hour activity is intended for physicians of all special-
ties who are interested in practical ways to reduce the potential 
for malpractice liability.

CME credit statement

Texas Medical Liability Trust is accredited by the Accreditation 

Council for Continuing Medical Education (ACCME) to provide 
continuing medical education for physicians. 

TMLT designates this educational activity for a maximum of  
3 AMA PRA Category 1 Credits ™ . Physicians should only 
claim credit commensurate with the extent of their participation 
in the activity.

Ethics statement

This course has been designated by TMLT for 1 credit in medical 
ethics and/or professional responsibility.

Discount

TMLT policyholders who complete this course will earn a 3% 
discount (maximum $1,000) that will be applied to their next 
eligible policy period.

Instructions

You have two options to obtain CME credit from this activity.

Option 1 – online
Reporter CME test and evaluation forms can be completed online. 
After reading the article, go to www.tmlt.org/reporterCME. Click 
on “Earn CME” under “There is an ‘e’ in medicine” (November-
December 2010). Follow the online instructions to complete the 
test and evaluation forms. Your CME certificate will be emailed 
to you. Please allow up to 4 weeks for delivery of your certificate.

                                               OBJECTIVES

At the conclusion of this educational activity, the  
physician should be able to:

	 identify the clinical and legal risks inherent to three 
common types of health information technology (IT); 

	 display an increased awareness of controllable, non-
technical factors that underlie most health IT problems; 

	 recognize how to leverage these factors to manage 
technology-related risks; and

	 be better prepared for the safe implementation and use 
of electronic medical records (EMRs)

There is an “e” in Medicine
by Matt Murray, MD
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Option 2 — on paper
Please read the entire article and answer the CME test questions 
on the paper test forms beginning on page 24. To receive credit, 
submit the completed test and evaluation forms to TMLT. All test 
questions must be completed. Please print your name and address 
clearly. Please allow four to six weeks from receipt of test and 
evaluation form for delivery of the certificate.

Questions? Please call the TMLT Risk Management Department 
at 800-580-8658 ext. 5912.

Estimated time to complete activity

It should take approximately 3 hours to read this article and com-
plete the questions.

Release/review date

This activity is released on December 1, 2010 and expires on 
December 1, 2012.

Introduction

In recent years physicians adopted electronic medical records 
(EMRs) at a lukewarm rate, despite research showing successful 
uses of technology to reduce medication errors 1, improve physi-
cian performance 2, streamline operations, 3 and provide higher 
quality of care with lower costs. 4 Less than 20% of physicians 
in the U.S. were using an EMR in 2007 and less than 5% were 
using advanced features of their EMR. 5 In 2009 a Texas Medical 
Association (TMA) survey revealed that less than 30% of Texas 
physicians were using an EMR. 6 For those who enjoy the ease 
and convenience of online shopping or use of self-pay kiosks for 
everyday activities like purchasing gasoline and groceries, it is 
difficult to understand why medicine remains so heavily paper-
based when beneficial health information technology (IT) tools 
are available. 

Yet, those who work with physicians appreciate the barriers faced 
when adopting health IT. The most significant barriers are cost, 
a shortage of human skills and experience with IT implementa-
tions, and the lack of a mature health IT infrastructure to support 
the sharing of health information between EMRs. 4 Almost two 
thirds of technology projects fail as they run into onerous prob-
lems such as unplanned costs, poor quality, and excessive delays.7 
These issues are compounded by the introduction of new risks 
inherent to technology that physicians are expected to manage. 

The federal government plans to spend $27 billion addressing 
these barriers over the next decade through a component of the 
2009 American Recovery and Reinvestment Act (ARRA) called 
the Health Information Technology for Economic and Clinical 
Health Act (HITECH). Most of the HITECH funds are designated 
for a financial incentive program through which physicians may 
qualify for up to $64,000 by demonstrating “meaningful use” 
of EMRs, as defined by the Department of Health and Human 
Services (HHS). Other HITECH funds are targeted to train more 
health IT workers, improve health IT infrastructure, and assist 
physicians with EMR implementations. 

These actions are likely to entice more physicians to venture into 
the world of health IT. Physicians who are prepared to manage 
risks inherent to technology will more likely achieve meaning-
ful use and less likely encounter patient safety or medicolegal 
problems. The intent of this article is to raise physician awareness 
about the known technology risks and to inform about the practi-
cal ways to manage controllable factors associated with three 
popular uses of health IT:    

1) electronic communications

2) telemedicine

3) electronic medical records (EMRs).  

1. Electronic Communications
E-Mail

Effective communication is a hallmark of patient satisfaction as 
well as quality outcomes. 8 The most common mode of electronic 
communication with patients is e-mail. Surveys reveal that more 
than 90% of patients would like to e-mail their doctors. 9 Physi-
cians, however, are tentative about moving forward. In 2009 only 
about 20% of physicians in Texas report using e-mail as part of 
their patient communications. 6  

E-mail benefits (10-13)

Physicians are concerned about e-mail taking too much time, 
causing revenue loss, or increasing their liability if patients use 
e-mail for emergent situations. However, studies instead demon-
strate that e-mail: 

•	 takes less physician and staff time;
•	 does not decrease revenue or the number of office visits;
•	 improves patient satisfaction with physician  

communication; and 
•	 is not misused by patients for emergent needs.

 
Additional benefits include: 

•	 reducing time wasted on “telephone tag”;
•	 decreasing total amount of time spent on phone calls;
•	 producing an accurate record of communication; 
•	 easier communication of test results with interpretations and 

recommendations; and
•	 low cost.

E-mail risks (14-18)

Beneficial experiences with physician-patient e-mail are maxi-
mized when the inherent risks are effectively managed. These  
risks involve misuse, mishandling, and medicolegal issues (such 
as privacy and security). 

Misuses of physician-patient e-mail include:
•	 seeking or providing new diagnoses/treatments;
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•	 using e-mail with new patients with no previous face-to-face 
encounter;

•	 communicating on sensitive matters such as HIV, sexually 
transmitted infections, genetics, and mental health;

•	 using e-mail for urgent or emergent issues;
•	 writing long, complex messages;
•	 using e-mail attachments with formats that patient’s comput-

ers may not be able open and read;
•	 forwarding e-mails from patients without their consent; and
•	 advertising or promoting goods and products through e-mail. 

Mishandling issues with physician-patient e-mail include:
•	 problems with e-mail triage or distribution within the office 

such as failure to adhere to established protocols or meet 
expected turn-around times for actions/replies;  

•	 physicians using their personal e-mail accounts to send  
e-mail to patients; 

•	 misunderstandings by patients/office staff regarding who 
actually received, sent or replied to messages (authorship 
issues). 

Medicolegal, privacy, and security issues include: 
failure to properly identify patients and verify e-mail 
addresses;

•	 privacy breaches; 
•	 security problems with the e-mail system or related com-

puter systems;
•	 not getting e-mail communications into the patient’s  

medical record;
•	 repudiation issues (i.e. patient denies sending or receiving  

an e-mail);
•	 accountability issues;
•	 legal e-discovery issues;
•	 medical liability associated with diagnoses/treatment; and 
•	 failure to follow Texas Medical Board rules, HIPAA  

regulations or other privacy/security regulations.

E-mail risk management
A general five-step approach can be used to assess and manage 
risks related to technology use. The following descriptions of 
each step illustrate a practical set of principles to apply when 
initiating the use of e-mail with patients. Since the use of tele-
medicine services, EMRs, and other health IT tools share many 
of the same risks, this five-step approach and most of the same 
principles can be applied to their use as well.  

1. Review of rules, regulations, and guidelines
The Texas Medical Board (TMB) rules require physicians to  
establish written policy, procedures, and oversight processes 
before initiating e-communications with patients. 15 The develop-

ment of an e-mail policy requires an understanding of known 
issues, risks, and requirements. The American Medical Associa-
tion (AMA), TMA, American Health Information Management 
Association (AHIMA), and American Medical Informatics 
Association (AMIA) have identified risks and developed e-mail 
guidelines. 16-19 Recent modifications to HIPAA regulations must 
also be considered.  

2. E-mail policy and procedures
The policy may simply be stated as “the provision of a confiden-
tial, legal and secure structure for the use of electronic commu-
nication between the physician and established patients in the 
practice.” Based on a review of rules, regulations, and guidelines 
there are five procedural areas to cover:

A. consent and agreement

B. identity proofing and authentication

C. privacy and security

D. handling and routing

E. medicolegal	

A. Policy and procedures — consent and agreement 
The first step to take when initiating e-mail with a patient is to 
obtain a signed consent that explains the protocols and expecta-
tions. The consent and agreement should include the following: 

1. Introduction: physician’s purpose for establishing  
    e-mail use

2. Allowable uses and content:
•	 Patient agrees not to use e-mail for urgent, emergent, or 

other time-sensitive situations. 
•	 Patient agrees that e-mail will not be used for sensitive 

issues such as anything pertaining to HIV, sexually transmit-
ted infections, substance abuse treatment, sexual assault, or 
mental health care. 

•	 Some practices may want to identify a specific set of accept-
able uses (i.e. routine appointment requests, billing ques-
tions, prescription refills). 

•	 Patient agrees, if there is a sudden change in health requiring 
an immediate response such as an emergency, that he or she 
will call 911 or proceed directly to an emergency room; the 
patient will call the office if they otherwise need to commu-
nicate with the office urgently.  

3. Confidentiality/security disclaimers and indemnity  
statements such as:

•	 Physician is not liable for improper disclosure of confiden-
tiality and/or in breaches of confidentiality caused by the 
patient (i.e. printing or forwarding e-mails), third parties,  
or technical factors beyond the practice’s control.  
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•	 Physician has no control over the security or management 
of the third-party e-mail systems if used; the patient under-
stands and agrees that the physician will make their best 
effort to minimize the risk of confidentiality breaches for 
factors within their control, but cannot guarantee that unen-
crypted information will not be intercepted, altered, or read 
by an unintended recipient.

4. Message handling expectations
•	 Explain protocols and expected turn-around times;  

include expectations for non-business hours, weekends,  
and holidays.

•	 Instruct patient to call the office if a response is not received 
within the expected timeframe.

•	 Instruct the patients about what basic information to include 
in their e-mail. The TMB rules require that, at a minimum, 
the patient includes full name, date of birth, and type of 
transaction desired. Some physicians request that the patient 
put this information in the subject line to expedite triage of 
e-mails on their end. Patient ID#s and return phone numbers 
are also helpful to include in the e-mail for handling purposes.

•	 Instruct patients to the call the office if e-mail returns 
 “undelivered.”

•	 Instruct patients to update the office if e-mail address 
changes.

•	 Instruct patients to acknowledge e-mail replies.

5. Include a notice that all e-mail communications will be  
entered into the medical record.

6.	The agreement should state that e-mail access to the  
physician is considered to be a privilege, not a right, and can  
therefore be revoked if the patient misuses e-mail. 

7. 	Patient signature and date. 

B. Policy and procedures — identity proofing and authentication (14, 20)

The Texas Medical Board (TMB) requires physicians to “authen-
ticate” patients prior to initiating e-communications, and to only 
use e-mail with established patients. Although the TMB does not 
specify how this is to be accomplished, the process typically in-
volves “identity proofing” patients during an office visit. Patients 
physically present themselves to an office staff member who is 
authorized to register new “users” into the physician’s secure 
e-mail system. After being registered in the system, the patients 
will receive the “credentials” that allow them to receive and send 
messages through that system. The type of e-mail system used by 
the physician determines the type of “credentials” the office will 
provide. The credentials may be a password, a biometric feature 
(i.e. finger print), or a physical device such as a CD, smart card, 
or thumb drive that contains a password “key.” 

After the patient is identity proofed, secure e-mail systems are 
able to use their built-in “authentication” technologies to ensure:

•	 a message received has actually been sent from the creden-
tialed patient’s mailbox; 

•	 a message received has not been changed while it traveled 
over the Internet; and 

•	 a message sent can only be received and decoded by the 
credentialed patient.

Use of identity proofing and authentication is important for the 
trust needed when engaging in private medical conversations.

Case study
 A plaintiff claims that his physician e-mailed faulty medical 
advice that caused a poor outcome. The physician agrees that the 
e-mail in question provides grossly negligent advice, but claims 
that she never sent such an e-mail. Unfortunately, the physician 
had been using her own, personal home e-mail program to com-
municate with patients without using encryption or authentication 
software. A costly investigation eventually proved that the e-mail 
had originated from an unknown third-party spammer who  
used a technique called “spoofing” to insert the physician’s  
e-mail address into the “From” field in the e-mail that was sent  
to the patient. 

From a legal perspective, this technology and processes make it 
very difficult for someone to successfully repudiate (deny send-
ing or receiving) an e-mail in a legal situation. As noted in this 
case, regular home and business e-mail programs do not typically 
include such safeguards. 

C. Policy and procedures — privacy and security (14, 20-21)

Physicians have the same ethical responsibilities to patients when 
using e-mail communications as with any other patient encounter. 
The Hippocratic Oath declares:

“Whatever I may see or hear in the course of the treatment or 
even outside of the treatment in regard to the life of men, which 
on no account one must spread abroad, I will keep to myself, 
holding such things shameful to be spoken about.” 22

Complicating this ethical responsibility, though, are a lack of 
interstate standards for privacy and security of e-communications 
and a changing landscape of legal rules and regulations. 

Encryption requirements

HITECH made several important changes to the 2003 HIPAA  
security rules that apply to e-communications, including a 
requirement to use encryption when electronic patient health 
information (PHI) is sent over the Internet. 23 Encryption technol-
ogy “scrambles” e-mail messages to ensure:

•	 sent messages cannot be read while traversing over the  
Internet to a destination;

•	 only the intended patient or recipient can “unscramble” the 
e-mail into a readable form;

•	 unintended recipients cannot read the message even if they 
receive it; and 
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•	 messages received from patients can only be unscrambled 
and read by the physician. 

Similar to the possibility of a telephone conversation being 
“tapped” or office mail opened by an unauthorized third party, 
there is no method that guarantees complete privacy/security 
of electronic communications. However, the use of identity 
proofing procedures with e-mail encryption and authentication 
technologies provides a high degree of privacy/security equal to 
or exceeding what is typically used for online banking. Use of 
encryption with authentication could have prevented the “spoof-
ing” case described earlier.

Physicians should be aware that regular e-mail does not typically 
use encryption (or authentication technology as noted earlier). 
There are two different types of e-mail programs that do provide 
both encryption and authentication. 

E-mail encryption programs (14, 21)

E-mail encryption programs typically use “digital signatures” 
and “keys” that encode and decode messages. This is a relatively 
inexpensive option for physicians to consider, especially since 
even the most basic e-mail systems now include encryption capa-
bility. In the past, the use of e-mail encryption was cumbersome. 
Although newer encryption programs are more user-friendly, 
physicians are advised to “test drive” the system before deciding 
to use an e-mail encryption program.  

Secure messaging (24-25)

A second option to strongly consider is secure messaging, which 
works similarly to online banking. In general, the physician’s  
office assigns the patient an initial ID and password to sign on  
to the secure messaging service. When the physician sends an  
e-mail to the patient it is “held” inside the secure messaging 
server. The server sends the patient an e-mail notification that 
they have a message to retrieve. The patient signs on to the secure 
messaging system from any computer with an Internet connection 
to see and reply to the message. 

It is important for physicians to consider workflow when  
comparing secure messaging to the less expensive e-mail  
encryption programs. 

Case study
Physician A has an e-mail encryption program and e-mails lab 
results to patients using the following work flow steps:

EMR receives result from lab system → EMR sends a “New 
Results” alert to ordering physician’s <Tasks> tab→Physician en-
ters username and password to log into EMR→ Physician notes 
the alert and clicks on <Tasks> tab and then clicks the <New 
Results> button to view the lab→ Physician clicks on <Patient> 
tab to find patient’s EMR page and reviews his notes→ Physician 
opens e-mail program in a different window → Physician enters 
a different username and password to log into e-mail→ Physician 
clicks <New Mail> button to open an e-mail dialogue box→ Phy-

sician uses a “Search” function to find patient’s e-mail address 
for the “To” field→ Physician selects a “New Results” macro 
template for the body of the e-mail→ Physician switches to 
EMR window, tracks back to the new result and uses the mouse 
and cursor to “copy” the result→ Physician pastes the lab result 
into the body of the e-mail→ Physician types a brief note to the 
patient and sends e-mail.

Physician B uses a secure messaging system that is integrated 
with his EMR and sends lab results to patients through this  
workflow:

EMR receives result from lab system→ EMR sends a “New  
Results” alert to ordering physician’s <Tasks> tab→Physician  
enters username and password to log into EMR→ Physician 
notes the alert and clicks on <Tasks> tab and then clicks the 
<New Results> button to view the lab→ Physician clicks on 
<EMR> button to view his notes→ Physician clicks back to the 
lab results screen and clicks the  <Send Patient E-mail> button 
→Secure messaging system automatically inserts the patient’s 
e-mail address and the lab results into a message template→ Phy-
sician types a brief note to the patient and clicks <Send E-mail>

In the above example physician A must complete 11 steps in  
order to e-mail lab results to patients, but physician B only has 
five steps. It is possible to reduce the needed time and effort to 
complete e-mail tasks, as in this case, by using a secure mes-
saging system that provides workflow features and tools that 
streamline e-mail usage and integration with EMRs (simplified 
work flows, intuitive use, less time-consuming).

Physicians in the process of selecting an EMR should strongly 
consider products that include integrated secure messaging.

Other HITECH changes to the HIPAA Security Rule 26

In addition to the requirement to use encryption when electronic 
PHI is sent over the Internet, the HITECH Act made several 
other changes to the 2003 HIPAA security rules which apply to 
e-communications: 

1. Notification of Breach regulation
Effective September 23, 2009, physicians are required to notify 
patients if there are breaches of security involving unsecured 
patient information. There are significant financial penalties for 
security breaches. In addition to financial penalties, the actual 
process of notifying all patients in the event of a mass e-mail 
security breach could create additional work for the physician’s 
practice. The penalties for each violation range from $100 to 
$50,000, while similar violations occurring in a calendar year 
have penalties ranging from $25,000 to $1.5 million.

One critical exception to the breach notification requirement is 
that if secure messaging is used — such as encryption — in the 
event of a breach, the physician does not need to notify patients 
and there will be no penalties (because the scrambled PHI cannot 
be read). So, although there is some ambiguity regarding the need 
to encrypt e-mail, the severity of potential consequences from 
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even one breach is a compelling reason to use encryption on all 
e-mail, even if PHI is not intended to be included in e-mail usage. 

2. Minimum necessary standard
This new regulation, effective February 17, 2010, requires the 
physician’s office to make reasonable efforts to limit the use 
of PHI to the “minimum necessary to accomplish the intended 
purpose of the use, disclosure or request.” To address this new 
regulation, the physician’s written e-mail procedures should 
include a statement that the office will make reasonable efforts 
comply with this regulation when sending e-mail.

3. Business associate agreement
If e-mail, secure messaging, or other services are outsourced to  
a third-party vendor and electronic PHI is involved, then the 
physician, as a customer, must ensure:

•	 There is a Business Associate Agreement (BAA) with  
the vendor. 

•	 The vendor recognizes your account as containing PHI. 
•	 The vendor is aware of the HITECH changes to HIPAA  

and this is reflected in its BAA. 
•	 Your vendor is actively engaged in remaining HIPAA- 

compliant.

Other privacy and security risks
The physician and staff must adhere to HIPAA security regula-
tions and manage patient e-mail with the same degree of vigi-
lance as they do the medical record. 

Case study
 A patient tells her physician that she is wary of using e-mail with 
him because the patient was able to read another patient’s email 
when she was sitting in the waiting room. The computer screen 
was facing the check-in area. The physician is embarrassed, as 
the patient asks whether office staff members are educated about 
patient privacy.  

To avoid exposure of sensitive information e-mail protocols 
should address:

•	 How to protect e-mail that is left on computer screens — 
not leaving e-mail on screens, placing computer screens in 
private areas to reduce the opportunities for unauthorized 
individuals to read them, applying password protected time-
outs to screens in areas where unauthorized individuals may 
be able to read it. 

•	 How e-mails are printed and/or routed — printed e-mail by 
office staff could be left inadvertently in places where it can 
be viewed.

•	 Data integrity — adherence to HIPAA security standards 
includes the use of physical, administrative and technical 
safeguards against malicious software, loss, destruction  
or unauthorized access. HIPAA specifically requires encryp-
tion to be used in certain situations such as when PHI is  

transmitted over the Internet. The American Medical Asso-
ciation recommends encryption for any system or individual 
files that contain electronic PHI. 17

D. Policy and procedures — handling and routing 
The office will need to determine the procedures necessary to 
receive, acknowledge, triage, route, and respond to each e-mail 
message within defined turn-around times. Close attention to 
work flow is essential.

Case Study
 A physician’s office implements physician-patient e-mail with 
a primary goal to reduce the large volume of phone calls they 
receive each day for prescription refill requests. One week later, 
the front desk personnel complain of a significant increase in the 
number of calls they are receiving for refills. When the physicians 
reviewed the issue, they discovered that their triage process for 
patient e-mails that included prescription refill requests often did 
not get forwarded to the physician until the following morning. 
Therefore, both pharmacists and patients were calling (often 
multiple times each), as the e-mail requests were not answered 
within the expected turn-around time. The workflow was revised 
to ensure physicians received prescription refills requests by the 
beginning of the lunch hour or before leaving the office in the 
evening. The physicians used the automated reply message that 
patients receive after sending an e-mail to educate them about the 
new process and expected turn-around times. 

The development of these procedures is tedious work. Questions 
like the following will help physicians develop the necessary 
procedures to manage e-mail.

•	 Does the office manage all email through one address  
(recommended) or does each physician have his or her  
own address?

•	 How will messages and associated tasks be triaged and 
routed within the office?  

•	 What is the expected turn-around time for these steps?
•	 Patients should always receive confirmation whenever any 

action is taken in response to their e-mail; how will this  
be achieved?

•	 How should e-mails that fall outside of the agreed upon 
scope of e-mail usage be handled?  

•	 Who will print and place the e-mails in the chart, or how will 
they be incorporated into an EMR?  Will the e-mail system 
be integrated with the EMR so that the messages can be 
included in the medical record in an automated manner?

•	 What are the back-up plans and “safety net” procedures to 
ensure all e-mails are initially reviewed within the intended 
turn-around time?

•	 Will an “out-of-town” function be activated in the case  
of known, prolonged periods when e-mails will not be  
processed?
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•	 Will an auto-reply function be used to automatically notify 
patients their e-mail was received? 

•	 What is the escalation process for e-mails that do not fit 
within a planned course of handling or require unusual  
actions?

•	 How are patients who repeatedly abuse the e-mail agreement 
going to be managed?  What steps will be taken to revoke 
their e-mail privileges? 

E. Policy and procedures — medicolegal (14-19, 21)

When implementing physician-patient e-mail, the physician may 
obtain legal counsel to ensure applicable medicolegal issues are 
addressed. Common issues include:

• 	Medical record management
The Texas Medical Board rules require that copies of all  
patient care-related electronic communications be entered 
into the patient’s medical record. Without an integrated se-
cure messaging system, this means that e-mail messages will 
have to be printed and placed in the paper chart or scanned 
into the EMR manually.

• 	Medical liability
Use of e-mail as a part of patient care is held to the same 
standards of care as face-to-face encounters with patients. 
Physicians should be aware that e-mail produces an exact 
copy of what was actually communicated; therefore, use 
careful judgment when providing medical advice and gener-
ally avoid establishing new diagnoses. Since e-mail is prone 
to misinterpretation, keep messages concise and simple. If a 
patient’s medical issue is complex and/or changing, or an e-
mail message seems emotionally loaded, the best action may 
be to call the patient or ask them to make an appointment.

• 	Archival and retrieval (e-discovery)
All e-mail messages are legally discoverable evidence and 
must be electronically archived and be retrievable. Physicians 
should make sure their e-mail system has a robust archiving 
and retrieval capability because the manual retrieval of 
e-mail that could be legally requested by a plaintiff can be 
costly to physician offices. Since e-mail with PHI is part of 
the medical record, archived messages need to be retained for 
the same amount of time as the patient’s medical record. 

• 	Patient e-mail addresses and credentials
Special care must be taken to ensure that patient e-mail 
addresses, security keys, and passwords are themselves 
electronically stored in an encrypted or password-protected 
manner. If paper logs are kept, they must be physically stored 
in a secure manner. 

• 	Use of proxy
A proxy may be used for e-mail. However, an automated 
notice should be used to inform and advise that a physician’s 
proxy may be used. Only licensed staff members should 

		 serve as the physician’s proxy in response to a request for 
clinical information. 

3. Establish quality oversight mechanism
According to TMB rules, the physician must have in writing a 
quality oversight mechanism for e-mail usage. The physician 
might consider selecting a few of the key procedures to audit 
periodically. Results of the audits can be used to identify needs 
for additional education, training, or changes to procedures. The 
TMB rules also require an annual review of the e-mail policy. 
The annual review is a good time to consider a different subset of 
procedures to audit. Rotating the audit through different proce-
dures each year will help maintain vigilance for new or lurking 
risks. It is useful to maintain a unified log to manage these audits, 
results and reviews. 

4. Initial training and education
After the e-mail policy and procedures are established, all staff, 
physicians, and patients will need training and education to un-
derstand what to do. Insufficient training is a common, prevent-
able malady of technology implementations. Some physician 
practices have found that using competency tests after training 
sessions is an effective adjunct to training.

5. Ongoing education and re-training
It is not uncommon to encounter new issues many months after 
a technology is implemented. Ongoing educational reminders 
can be used to prevent small, isolated problems from escalating. 
Sometimes one can optimize workflow after a technology has 
been used for a while as a better understanding develops on how 
things work. Also, there may be additional features that were not 
“turned on” initially that the practice is now ready for. Changes 
related to these events may prompt the need for re-training. 

Summary
In summary, the five-step approach to manage the inherent risks 
of physician-patient e-mail involves:

1. Reviewing with a legal advisor the current Texas Medical 
Board rules, HIPAA regulations, and e-mail guidelines from 
professional organizations to identify risks and risk management 
strategies.

2. Writing an e-mail policy and set of procedures based on this 
review.

3. Establishing oversight mechanisms to audit adherence to the 
e-mail policy/procedures. 

4. Educating and training physicians, staff and patients about the 
issues inherent to e-mail and on the written policy/procedures. 
 
5. Providing ongoing educational reminders or re-training to 
patients, physicians, and staff.

Text messaging

In the U.S. there are 276 million wireless mobile phone subscrib-
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ers and 10 mobile phones are manufactured for every baby born 
today. 27-28 Nearly 65% of U.S. physicians have a smart phone 
and this is expected to increase to over 80% by 2011. 29 (A smart 
phone is a mobile telephone with computer features that enables 
it to interact with computerized systems, send e-mails, and access 
the web.) The ease, convenience, and widespread use of mobile 
phones has naturally led to a growing interest among physicians 
to use text messaging with patients even though rules and guide-
lines are lacking. 

Text messaging risks
Confidentiality is a primary issue to address because text messag-
es can easily be read by someone other than the intended recipi-
ent. Typical SMS text messages are not encrypted, and mobile 
devices are easily misplaced. The other major issue is how to 
get text messages related to patient care into the medical record. 
Unlike e-mail, copies of SMS text messages are not easily repro-
duced for placement or electronic transfer to the medical record. 
Entry of text messages into the medical record, as well as keeping 
patient phone numbers updated, will involve manual work by the 
physician or staff. 

Risk management for text messaging
Guidelines for physicians’ use of text messaging have not been 
developed. However, the TMB rules interchangeably use terms 
such as “electronic communications” and “electronic means” 
when discussing e-mail and telemedicine. It is therefore prudent 
to follow the same guidelines and risk management approach as 
used for e-mail.    

There are text messaging encryption programs available to  
download onto mobile phones, but the use of this technology 
can be cumbersome. If physicians decide to use encrypted text 
messaging where PHI is transmitted, they are advised to care-
fully evaluate how these programs work before proceeding. The 
National Institute of Security and Technology (NIST) website 
provides recommendations on the security of mobile phones 
including encryption and the use of password-protected auto-
locking features. 30 

Instead, physicians may be more interested in writing a basic set 
of procedures to guide the use of text messaging for more general 
purposes in which PHI will not be included, such as:  

•	 appointment reminders;
•	 instructions to call office;
•	 changes to appointments; and 
•	 general information such as flu vaccine availability, special 

office hours.
 
Social media 

In the past decade a new platform of “web 2.0” technologies 
evolved and became the foundation for  “social media” websites 
that are interactive, built around user-generated content, and often 
social and collaborative in nature. Social media websites may be 

used for social networking (Facebook); media-sharing (You-
Tube); blogging (Twitter); podcasts; photo-sharing (“flickr”); and 
“wikis” — which are collections of articles that people can add to 
and read online (Wikipedia). 

According to a 2009 Manhattan Research study, physicians will 
be using the Internet for the majority of their professional needs 
by 2012 and will be regularly using online resources in the course 
of patient care. The report also predicts that more than 80% of 
physicians will be using smart phones and that professional social 
networking sites for physicians-only will evolve into online hubs 
of content, services, and connections. 37 Here are brief descrip-
tions of several types of social media physicians may encounter.

Social networking (38)

Social networking websites allow you to either invite someone or 
accept a request from someone to be associated with each other. 
On Facebook, this association is called being “friends.” Once 
accepted, you and the new “friend” will be able to communicate 
with each other online and have access to each other’s informa-
tion that is not otherwise accessible. There are multiple levels of 
associations available, such as “fans” on Facebook, which can 
provide differing levels of privacy access. Although the privacy 
of content is controllable, Facebook received much scrutiny and 
criticism in 2010 over how complex it can be to understand and 
maintain the privacy of information. 

Mass communications
Blogs enable anyone to communicate to everyone in the world 
who has access to the Internet. Twitter is a type of “micro-blog” 
that easily allows you to send short messages (less than 140 
characters), called “tweets” to the online community. All of your 
“tweets” remain permanently listed in chronological order on 
your own Twitter page. If you choose to associate with someone 
else on Twitter, you “follow” them. When that person sends a 
tweet, it will display on your Twitter page. If other people choose 
to “follow” you on Twitter, then your tweets will automatically 
display on their Twitter page. Twitter can be configured to route 
tweets to designated mobile phones as text messages. 

Online physician-only communities 39

These are not online forums where formal physician consultations 
are provided, but instead are more like the water cooler, where 
informal conversations take place. They are secure, HIPAA- 
compliant online social networking sites that permit access only 
to credential-verified physicians. Physicians engage in dialogue 
on clinical, practice management, and other health-related topics. 
A physician may informally exchange medical advice and opin-
ions with tens of thousands of other colleagues instantly across 
specialties, time zones, and state lines. Many provide personal-
ized, educational content and CME credits for physicians based 
on their specialty. These forums are likely to evolve into even 
larger hubs of content, services, and networking over the next 
several years. Sermo, Ozmosis, iMedExchange and Medscape 
Physician Connect are examples of such communities. 
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Online CME
Some online journals, CME programs, and professional organiza-
tions use social media tools to provide dynamic ways to commu-
nicate with physicians to keep them up-to-date. For example,  
the Texas Medical Association Knowledge Center (TMAKnowl-
edge) and the Center for Disease Control (CDCEmergency) use 
Twitter to provide convenient, brief updates to physicians who 
follow them. 

In summary, social media enables physicians to creatively  
interact with patients to enhance communication, provide patient 
education, and market their practice. It also offers physicians new 
ways to network with each other, obtain CME, and access online 
reference/educational material. Examples of social media use are:

•	 An office manager using Twitter to “tweet” the arrival of flu 
vaccines and special dates/times for patients to come for  
flu shots.

•	 A group of physicians creating a Facebook page for the  
practice as a marketing tool.

•	 A physician writing weekly blogs to educate patients and  
using Twitter to “notify” patients when new blogs are posted.   

•	 A physician posting a puzzling case on a physician-only 
online community for informal advice.

•	 A physician following @CDCEmergency on Twitter for 
epidemic updates.

Social media risks
The use of social media by physicians presents unique ethical 
and legal issues. Physicians are advised to consider recommenda-
tions on social media usage from their professional societies and 
to seek legal counsel before using social media on a professional 
basis.

Social networking sites will often publically display personal  
information unless one actively omits it from public view. This 
can include home address, e-mail addresses, phone numbers,  
race, religious preferences, and political views. Also, when you 
associate with someone, that person gains access to personal 
content that is not available on your public page. The personal 
content could include identifying information, pictures, personal 
messages, and even messages posted from other people you know. 

A recent survey revealed that a significant number of medical 
students have Facebook accounts with personal identifying in-
formation available to the public. 33 In addition, some also posted 
unprofessional content such as: 

•	 violations of patient confidentiality;
•	 pictures of illicit drug use/unethical behaviors;
•	 use of profanity; 
•	 use of sexually-suggestive language;
•	 criticisms of other people/institutions; and
•	 satirical or sarcastic material.

Posting unprofessional content on a social media website could 
be judged by a credentialing body — such as the TMB — as a 
reason for disciplinary action that could place the physician’s 
license at risk.   

Social media risk management
“Unprofessional content” can be defined to be content that 
shows, implies, or suggests that a physician has failed to adhere 
to professional behavior. Content posted on a social media site 
that explicitly shows a physician engaged in illegal or unethical 
behavior is obviously unprofessional. But how can physicians 
distinguish between “acceptable” content and “unprofessional” 
content? 

Consider the core curriculum on “professionalism” that the Ac-
creditation Council for Graduate Medical Education (ACGME) 
uses for physicians-in-training. This curriculum includes training 
on professional behavior in areas such as:  

1.	 compassion, integrity, and respect for others;

2.	 responsiveness to patient needs that supersedes self-interest;

3.	 respect for patient privacy and autonomy;

4.	 accountability to patients, society and the profession; and 

5.	 sensitivity and responsiveness to a diverse patient popula-
tion, including but not limited to diversity in gender, age, 
culture, race, religion, disabilities, and sexual orientation. 34

The line that distinguishes sensitivity from insensitivity to human 
diversities is perhaps the most difficult one for physicians to dis-
cern when communicating on the Internet. Content that includes 
insensitive comments on gender or other human diversities falls 
into the category of unprofessional behavior. Unfortunately, the 
diverseness of individuals and cultures can sometimes make it 
very difficult to anticipate a perception of insensitivity. The best 
advice is to avoid comments that have even a remote possibility 
of offending someone.

Physicians who are conscientious about patient confidentiality  
in their practice will still be vulnerable to breaches of privacy 
when using social media if they fail to understand the lack of  
anonymity and the permanence of any content they post. In 
spite of using “alias” names, no one is truly anonymous on the 
Internet. There are many examples of people (including physi-
cians) who presumed anonymity but ended up with serious legal 
difficulties. The permanence of posted content is due to the nature 
of social media. Even if one deletes an entry, it is possible that  
other social media sites have already linked to that content and/or 
re-posted it elsewhere. 

Although there are not specific regulations governing social 
media usage for physicians, some themes are emerging as the 
AMA and other professional societies discuss how physicians can 
best manage the risks involved with social media use. 34-37 These 
include: 
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•	 Assume everything posted on a social networking site is in 
the public view unless you can actively make it private.

•	 Realize that you cannot be anonymous in social media no 
matter how hard you try.

•	 Realize that what you write in a blog, “tweet,” or on other 
social media sites is permanently on the Internet.

•	 Do not blog about patients or use PHI. 
•	 Do not accept requests from patients to associate with you 

on social networking sites, especially in a way that may 
imply that physician-patient communication has been estab-
lished.

•	 Do not provide anything that could be construed to be medi-
cal advice.

•	 Avoid content that may imply unprofessional or illegal 
behavior.

•	 Do not criticize people or organizations.
•	 Employ an attorney to write a “terms of use” statement for 

any blog or other social media site where the physician 
posts content. This would include indemnity and warranty 
disclaimers for provisions that limit physician’s liability  
(i.e. medical advice, financial, legal, and information  
disclaimers). 

•	 Check with your employer, liability insurance carrier,  
hospitals, and professional societies you belong to and make 
sure you are in compliance with their rules, regulations, and 
ethics codes.

•	 Follow the risk management approach described for e-mail 
usage for any use of social media by the practice.

•	 Consider writing a policy of ethical behavior expected  
from the physician’s own employees regarding engaging  
in social media. 

Risks related to online physician-only communities
The AMA has recently published a list of potential pitfalls con-
cerning online physician-only forums:  

•	 inadvertent disclosure of PHI to individuals other than health 
care personnel; 

•	 security breaches at the online medical site that would allow 
non-authorized users to access or publish the information on 
the Internet;

•	 misuse of patient information by any of the health care pro-
fessionals involved; 

•	 intentional deception by an individual posing as a health care 
professional; and

•	 intentional disclosure by a health care professional of identi-
fiable information to a non-secure open social network. 35

Physicians may also be interested to know that some of the free 
online communities offer clients — such as pharmaceutical 
companies — the ability to monitor the online discussions for the 

purpose of gathering information about physicians’ experiences 
(for a fee, of course). Some sites may even be allowed to start 
conversations, poll physicians, and use targeted advertising.

Online physician-only community risk management
At this point, federal and state regulations do not directly address 
the informal medical discussions that occur in these online com-
munities. Similar medical discussions occur every day in many 
impromptu settings such as physician lounges, hallways, and 
over the phone. It is prudent to follow the same professional and 
ethical guidelines appropriate to those informal discussions when 
engaging in online discussions. This includes awareness of the 
potential pitfalls listed above and efforts to minimize the use of 
PHI to maintain patient confidentiality. This applies even if the 
physician-only forum is secure and HIPAA compliant.   

Formal online consultations using social networking sites are 
a much different matter, involving significant ethical and legal 
risks. Avoid this practice without first consulting with legal advis-
ers and reviewing guidelines. 36-37  
 
Addendum

A new AMA policy on Professionalism in the Use of Social 
Media was adopted at the November 8, 2010 meeting of the 
American Medical Association. In addition to recommendations 
on privacy, security, maintenance of appropriate physician-patient 
boundaries, and confidentiality of identifiable patient informa-
tion, the policy advises physicians to routinely monitor their own 
Internet presence to ensure that content on their own sites and,  
to the extent possible, content posted about them by others, is  
accurate and appropriate. 

The policy states that physicians who see content posted by  
colleagues that appears unprofessional are responsible for  
bringing that content to the attention of the individual so that 
appropriate action can be taken to correct or remove it. Addi-
tionally, the policy states that the physician should report such a 
matter to appropriate authorities if actions are not taken to resolve 
the situation. 

The AMA policy on social media use by physicians can be found 
at: http://www.ama-assn.org/ama/pub/meeting/professionalism-
social-media.shtml 

2. Telemedicine

What is telemedicine? 

•	 A geneticist uses a live videoconference to follow up on a 
3-month-old baby she initially saw 8 weeks ago at a rural 
outreach clinic. She converses with the mother in real-time 
while observing live-TV camera video of the baby’s physi-
cal and developmental features, images of the ear, nose and 
mouth from a digital otoscope, and audio of heart and lung 
sounds from a digital stethoscope.  
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•	 A radiologist reads images coming from multiple sites across 
a large metropolitan area.

•	 A teenager with diabetes connects her home glucometer to 
her Xbox and sends readings to her endocrinologist.

•	 A family physician logs into a local health information  
exchange (HIE) to view all of the lab results for a patient 
who had visited two different EDs and one specialist over 
the past week.

•	 A cardiologist interprets EKGs that he accesses online from 
remote sites. 

•	 A mother logs in to a patient portal to access and print her 
child’s immunization record for school.

The American Telemedicine Association (www.americantelemed.
org) defines telemedicine as the remote delivery of health ser-
vices through an electronic exchange of health data between two 
different sites using two-way video, remote internet access, wire-
less phones, or other forms of telecommunications. The exchange 
of information may occur synchronously or asynchronously. 38-39  

Synchronous information exchange happens between the two sys-
tems used on either end of a live-videoconference. An asynchro-
nous exchange occurs when health information that is already 
electronically stored on one system is remotely accessed through 
an Internet connection to that system. Examples of asynchronous 
exchanges are physicians logging in to their office EMR from 
home and a mother logging in to an online patient portal to access 
her child’s immunizations. 40   

Types of telemedicine services

Videoconferencing 41

Telemedicine videoconferencing units that are used for live 
telemedicine can vary from low-end, software-based systems to 
higher-end, turnkey systems. The software-based systems basi-
cally use a personal computer and a webcam. On the other hand, 
turnkey systems incorporate audio and video into one system  
that is used on both ends. These telemedicine units have more 
robust functionality including many digital peripheral medical  
devices that can transmit sounds and images such as stetho-
scopes, otoscopes, ophthalmoscopes, laryngoscopes, and  
nasopharyngoscopes. 

Remote patient monitoring 42

Remote patient monitoring over the Internet is possible when us-
ing digital medical devices that can transmit data such as electro-
cardiograms, electroencephalograms, tocometer readings, fetal 
heart rates, and digital pictures. Intensivist teams located at re-
mote sites can provide value to ICUs lacking on-site intensivists 
using these telemedicine tools. Biometric data can be uploaded 
via phone lines or Internet-enabled computer devices from more 
than 40 home health monitoring devices including glucometers, 
insulin pumps, pacemakers, blood pressure monitors, spirom-
eters, scales, and pedometers. 43

Fee-based online consultations
A “fee-based online consultation” is a clinical consultation pro-
vided to a patient using Internet communication, such as e-mail, 
in which the physician expects payment for the service. The legal 
rules, ethical guidelines and professional etiquette of face-to-face 
encounters are applicable to online consultations. The risks and 
risk management strategies discussed for e-mail apply, but  
additional precautions must be considered, particularly as related 
to understanding of and consent to the expectation of payment. 

Health information exchanges (HIEs) 44, 51

An HIE is an entity that enables multiple EMRs, labs, radiology, 
and other health IT systems across a community to “talk” to each  
other and exchange their electronic patient data. A local HIE may 
enable a physician to access a patient’s lab and radiology test re-
sults that have been done at different facilities at different times. 
Standardized IT infrastructure is needed in order for these EMRs 
and other systems to reliably exchange data. Some standards 
exist, but many more are needed. HITECH designates more than 
$500 million to accelerate the development of standards at the 
local, state, and national levels. 

Remote access (radiology images, labs, EMRs) 44-45

Remote access to EMRs, labs, and radiology systems improves 
quality of care by providing physicians access to stored patient 
information whenever and wherever they need it. Radiology 
centers are replacing film-based systems with picture archiving 
and communication systems (PACS) that store images in a digital 
format. Web-based applications then allow physicians to access 
those digital images on an Internet-connected computer. Simi-
larly, remote access to office EMRs and labs provide physicians 
online access to their patient records and results. Some EMRs can 
even send patient information to smart phones. 

Patient portals (44-45)

Patient portals can improve patient access to their health informa-
tion and can improve the efficiency of physician practice opera-
tions. Some physician office websites include a patient portal that 
provides access to administrative functions such as online regis-
tration, appointment scheduling, and bill payment. Other patient 
portals provide access to some of the patient’s clinical informa-
tion. Patient portals will likely become an important component 
of achieving the “meaningful use” of EMRs. One of the HITECH 
“meaningful use” requirements is to provide a percentage of pa-
tients with immediate electronic access to their clinical records. 

Personal health records (PHR) 
A PHR is a web-based tool that allows people to access compo-
nents of their medical information, coordinate that information, 
and make it available to others as needed. PHRs are capable of 
connecting to multiple sources of a patient’s medical informa-
tion such as EMRs, labs, radiology sites, pharmacies, and health 
insurance companies to extract data and create a medical history 
overview. Typically the patient is allowed to enter/edit some of 
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the information in their PHR. A patient may have access to a PHR 
provided on a patient portal through their physician’s EMR prod-
uct. Alternatively, patients may use a PHR from other sites such 
as Google Health, Microsoft HealthVault or their health insurance 
website. PHRs, like patient portals, will likely gain a prominent 
role in the meaningful use of EMRs.    

Telemedicine benefits

The benefits of telemedicine include:

Improved access to health care — physicians extend their service 
area; scarce health resources can be shared between communities; 
patients access health information more easily. 40-41

Cost efficiencies — more efficient management of chronic dis-
eases; reductions in wasted resources. 42-43

Patient satisfaction — better access to providers with less stress 
and travel; more engaged “participatory” relationships with phy-
sicians; 42 improved communication with physicians.

Improved patient outcomes  — rural care, diabetic care, and 
intensive care are studied examples. 41, 43, 50, 53

Risk reduction — clinical decision support; 41 real-time access to 
vital patient data; improved access.

Physician satisfaction — convenient, real-time access to patient 
data; convenient access to online CME; convenience of online 
research and references; online networking with colleagues.

Telemedicine risks

Regulatory and legal changes typically lag behind medical ad-
vances involving technology. 44 As a result, when a bad outcome 
is associated with a telemedicine encounter, a jury is bound to ask 
why the physician chose to use something less-widely adopted 
instead of traditional, hands-on treatment. These questions are 
more easily answered when physicians adhere to the principles 
of risk management when implementing telemedicine. The same 
five-step approach to risk management described for electronic 
communications can be applied to these telemedicine uses.  

As physicians and legal counsel review the applicable rules, 
regulations, and guidelines on telemedicine usage, there are five 
categories of inherent risks 44-46 that deserve attention. 

1. Licensure/credentialing

The TMB rules state that “physicians who treat and pre-
scribe through the Internet are practicing medicine and 
must possess appropriate licensure in all jurisdictions where 
patients reside.”  Therefore, a licensed Texas physician who 
uses telemedicine/electronic communications with patients 
across state borders is required to be licensed in the other 
state as well. As a result, physicians who use telemedicine 
across borders must understand the requirements of not only 
the TMB, but of the other state’s licensure boards and other 
applicable state regulations from the other state. In these 
situations a physician may encounter conflicting information 
that needs to be reconciled.

Telemedicine may require additional credentialing of physi-
cians if the patient encounter involves two different health 
care sites, such as two different hospitals. For instance, 
CMS and Joint Commission regulations currently require 
physicians who use videoconferencing to be “credentialed” 
at both hospitals in order to receive CMS reimbursement. 
This burden on the physician is actively being reconsidered. 
In May 2010, HHS proposed a new rule with revisions that 
would permit hospitals to rely on information provided by 
the “distant-site” hospital with respect to credentialing and 
privileging. 47

2. Physician-patient relationship/medical liability

TMB rules state that treatment and consultation recom-
mendations that are formally made using telemedicine will 
be held to the same standards of care as those in traditional 
face-to-face settings. Also, if a suit is filed against a physi-
cian by a patient treated through telemedicine who lives in 
another state, the physician should be aware that the standard 
of care and laws of the patient’s state will likely be applied 
to the case. 

When using telemedicine to evaluate a patient in Texas, the 
TMB requires physicians to establish a “proper physician-
patient relationship. ” At minimum, this includes:

•	 verification that the patient is who he or she claims to be 
(essentially requires an initial face-to-face encounter with 
new patients); an initial history and physical exam with ap-
propriate testing performed to identify underlying conditions 
and to establish initial diagnoses (again, essentially requires 
at least one initial face-to-face encounter discussing with the 
patient any new diagnoses and the risk/benefits of treatment 
options); and

•	 establishing a means for appropriate follow-up care. 
Physicians should also discuss medical liability coverage with 
their carrier, not only to make sure the telemedicine service is 
covered, but also to determine if its use will change premiums. 
Even though use of telemedicine adds inherent risks, the expected 
benefits may outweigh the risks especially when there is data to 
support the suppositions. Also, physicians should be aware that 
traditional policies may not provide coverage for care provided to 
patients in other states, especially from noncontiguous states. 

Special considerations for tele-imaging
Defining what a “proper physician-patient relationship” is for a 
radiologist who reads online images or cardiologist who inter-
prets online EKGs a legal matter of its own apart from telemedi-
cine. The relationship is certainly established differently for these 
physicians, as compared to primary care doctors. The physician-
patient relationship is probably established when, as a consultant, 
the physician accepts the responsibility to interpret an image that 
has been ordered by a referring physician (with an expectation of 
payment for these services). 48Additionally, the process for patient 
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identification and the need for verification also differ between 
these types of referring and consulting physicians.   

These differences exist in both the paper world and the telemedi-
cine world. 49 The TMB’s telemedicine rules do not currently 
acknowledge these differences. Accordingly, telemedicine rules 
and regulations will continue to evolve as such issues are identi-
fied and addressed.

3. Security and privacy

Telemedicine usage must meet federal (HIPAA) and state require-
ments for privacy/security. In addition, TMB rules specifically 
require physicians to implement written protocols that demon-
strate a “good-faith effort” to prevent fraud and abuse of PHI. 
The following are examples of such efforts.

1.	 Written protocols on how to confirm the identities of 
both the provider and patient on each end of the tele-
medicine exchange. The TMB requirement for an initial 
face-to-face encounter between the physician and patient 
provides an opportunity for identity proofing, obtaining 
consent, and educating the patient on the proposed use and 
purpose of telemedicine. 50

2. 	 Written protocols describing expected staff training 
on the protection of PHI and the associated oversight 
procedures. It is important to remember that physicians 
are accountable for the actions of the ancillary personnel, 
whether administrative or clinical, who are involved in the 
telemedicine encounter. 

3. 	 Written protocols on technical safeguards to be used 
to protect electronic PHI. In addition to the physical and 
technical security precautions described for e-mail, HIPAA 
regulations require a private, secure connection with encryp-
tion to be used when electronic PHI is exchanged between 
sites and/or stored. 

4. Reimbursement for care

Poor reimbursement for telemedicine services has been one of the 
impediments to the growth of telemedicine, but it is now improv-
ing. 51 The Texas Medical Association has prepared guidelines for 
fee-based online consultations that are applicable to telemedicine 
services in general.

•	 Follow the general guidelines for electronic communications 
with patients, including use of informed consent and initial 
face-to-face visits to establish a proper physician-patient 
relationship.

•	 Clearly inform patients about charges and that the charges 
may not be reimbursed by the patient’s health insurance. 

•	 If the patient chooses not to consent or participate in the fee-
based telemedicine service, the patient should be offered an 
alternative such as to contact the physician’s office by phone. 

•	 Fee-based consultations should be substantive and clinical  
in nature.

•	 Records must be maintained as part of the patient’s medical 
record.

•	 Identity proofing of the patient should be accomplished and 
the patient should have a clear understanding of the consult-
ing physician’s identity at the time of service. 

•	 Be aware that treatment of new conditions/diagnoses solely 
through online means increases liability exposure

5. Reliability of electronically exchanged patient information
Telemedicine services such as HIEs can provide physicians 
online access to stored electronic patient information that has 
been obtained through an exchange with other systems, such as 
hospital EMRs, office EMRs, labs, radiology centers, pharmacies 
and other systems. The challenge for HIEs is to provide conve-
nient access to reliable data. 

When viewing exchanged information, physicians should know 
what types of patient information are retrievable and how to iden-
tify the sources, dates, and times of that information. The source 
of data is particularly valuable when contradictory information is 
encountered.

Case study
 A nurse records a penicillin allergy in the hospital EMR when 
a patient experiences GI symptoms after receiving a penicillin 
injection. The next day, the patient is seen by her primary care 
physician. After reviewing the history, the PCP is convinced that 
the reported symptoms were unrelated to the penicillin injec-
tion. She records “No Known Allergies” in her office EMR. The 
local HIE retrieves “allergies” from both EMRs and displays this 
patient’s allergies as both “no known allergies” and “penicillin.” 

In such cases, the physician will have to reconcile the data by 
considering the sources, dates, and times of each and decide 
whether additional investigation is necessary. 

Telemedicine entities like HIEs must also balance patient privacy, 
patient safety, and the “public good” when creating policies on 
the exchange of PHI. A key policy is patient consent to “opt in” 
or “opt out” of allowing their PHI to be exchanged and/or stored. 
Patients who “opt out” or do not “opt in” will not have any infor-
mation available for viewing in the HIE. However, some privacy 
activists advocate a hybrid option to allow consumers to exclude 
parts of their record that are sensitive. Allowing consumers to 
exclude part of their health information can compromise medical 
decisions and expose physicians to medical liability.

Case study
For privacy reasons an HIV patient decides to exclude his di-
agnoses from the HIE exchange resulting in a problem list that 
does not disclose his HIV status. He also excludes data from two 
sources: his psychiatrist and a psychiatric hospital. This patient 
suffered an episode of neuroleptic malignant syndrome second-
ary to an antipsychotic medication a year ago while under the 
care of the psychiatrist at that hospital. Since records from the 
psychiatrist and hospital are excluded, the HIE will not contain 
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this information. A physician viewing the patient’s information 
through the HIE will see no record of the patient’s susceptibility 
to a life-threatening event from a certain class of medications. 

When data or sources are excluded, it would be best for the HIE 
to alert the viewing physician that data/sources of a certain type 
have been excluded. However, there are currently no standards, 
policies, or regulations that require such alerts. PHRs that allow 
patients to enter/edit data are prone to similar risks. PHRs are not 
yet subject to regulations, standards, or guidelines.   

Therefore, physicians who access and use electronically  
exchanged patient information through an HIE, PHR, or other 
telemedicine tool should seek to understand what types of data 
are available to view, how to determine the sources/dates/times  
of displayed data, what the consent policy is, whether data can  
be excluded and, if so, whether the physician is alerted about  
the exclusions.     

3. Safe Use of Electronic Medical  
Records (EMRs)
Patient care requires today’s physicians to assimilate more 
information from more sources than ever before. As a result, it is 
not difficult to convince doctors to adopt health IT tools — like 
ambulatory EMRs — that help assimilate data as long as they are 
safe, affordable, intuitive to use, and reliable. These expectations 
are why recent reports of patient safety issues related to EMR 
use are alarming. 55 This section discusses the safe use of EMRs 
through case studies that highlight known aspects of EMRs that 
pose risks to patient care. 

Patient safety and EMRs 

Anticipation that EMRs would improve patient safety heightened 
in the mid-1990s, when studies demonstrated significant decreas-
es in serious medication errors when computerized physician 
order entry was used. 56 Two reports from the Institute of Medi-
cine — “To Err is Human” 57 in 1999 and “Crossing the Quality 
Chasm” 4 in 2001 — both lauded EMR use as key components 
to improving care and containing costs. Case reports and studies 
over the past decade continued to describe the benefits of using 
EMRs. 1-3  A recent study associated a statistically significant 
reduction in the hospital-wide mortality rate at a quaternary care 
academic children’s hospital using an EMR. 58

But in reality, the health care industry and EMR vendors have 
struggled to fully realize the potential of EMRs to improve 
patient safety. Concerns are now appropriately growing over 
new types of EMR-related errors. On the positive side, most of 
these EMR-related errors are associated with controllable factors 
involving people and processes, even those involving hardware/
software failures. 
 
Eight rights of safe EMR use

Evidence regarding the benefits of EMR use quickly becomes  
irrelevant to a physician when an EMR-related problem puts  

a patient at risk. A better strategy is to prepare physicians to  
use EMRs safely by raising awareness of aspects of EMRs  
that pose risks. Dean Sittig, PhD, a medical informaticist from  
UT-Houston Memorial Hermann, recently proposed a model of 
“eight rights of safe EMR use.” 59 He describes eight aspects of 
EMRs to “get right” for safe use:

1) right hardware or software;

2) right content;

3) right user interface;

4) right personnel and training;

5) right workflow and communication;

6) right organizational characteristics;

7) right state/federal rules and regulations; and

8) right monitoring.

The first six aspects involve risk factors that are controllable by 
individuals and organizations. In this section, case studies are 
used to illustrate how these six aspects can impact patient safety. 
Discussion of these cases highlight practical strategies that will 
help minimize or avoid patient safety risks by leveraging control-
lable factors.

1. Hardware and software

Case study
At 9 a.m., physicians in a hospital-based ambulatory office were 
suddenly unable to access their web-based EMR. The hospital’s 
IT Service Desk reported an outage of Internet access due a 
“hardware failure.” The estimated time of repair was “unknown.”  
The offices activated their paper-based downtime plans, but many 
patient safety issues were encountered. For example, physicians 
were solely dependent on the patient’s recollection of allergies 
because they had no access to allergies recorded in the EMR. A 
process was developed “on-the-fly” to use a laptop with mobile 
broadband connectivity to access the EMR. However, before this 
was ready the original problem was resolved at 11:30 a.m. It was 
discovered that an IT employee installed a planned “Windows 
update” to the hospital’s networking hardware that morning with 
unexpected results. The problem resolved when the update was 
“backed out.”   

Key points
•	 Hardware and software technology problems will occur, 

but most are preventable and can be minimized with 
proactive IT management. 
Access to secure and reliable patient data in an EMR is 
dependent on hardware and software that is properly sized, 
configured, managed, and functioning. Power outages, run-
ning out of storage space, software conflicts, malicious intru-
sions, and computer device failures are examples of techni-
cal problems that threaten safe use of EMRs. Most technical 
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problems, however, are preventable through proactive IT 
management. For example, an old computer that burns out 
could have been prevented by proactively replacing old 
equipment at specified intervals. Reputable IT experts know 
the “best practices” for proactive IT management. 60, 61 In this 
case, basic change management practices were not followed 
for the change made to the software. Physicians should en-
sure that their EMR hardware and software, whether physi-
cally located in their office or elsewhere, are proactively 
managed by reputable IT experts. 

•	 Physicians are responsible for developing “downtime 
plans” that describe how the office will safely care for 
patients when the EMR is unavailable. 
HIPAA requires patient data to be “backed up” and physi-
cians need to restore their EMR after a catastrophic event 
such as a flood, tornado, or fire that destroys their hardware 
and software. “Disaster plans” address how to manage such 
catastrophes, but primarily require the EMR vendor’s techni-
cal expertise and advice. A much more common event is 
the temporary disruption of access to the EMR, commonly 
referred to as “EMR downtime.” Downtime plans require 
primarily the physician’s expertise to define what needs to 
happen in order to safely care for patients (clinical continu-
ity) and maintain business operations (business continuity) 
when the EMR is unavailable. Downtime planning should 
identify critical patient data that is needed and include writ-
ten procedures on how that data will be accessed. The plans 
should describe procedures for the use of downtime paper 
forms for patient care tasks, medical record documentation, 
and practice operation tasks (appointments, claims and bill-
ing) as well as what to do with them after the downtime. 

•	 “Mock downtime drills” are an effective way to  
determine whether an office is prepared for an EMR 
downtime. 
In this case the physicians deserve applause for developing 
written downtime plans. However, if they had previously 
simulated a downtime, then they would have been better 
prepared with “back-up” laptops ready and available.       

2. Clinical content

Case study
During the failed resuscitation attempt of a premature newborn 
in a neonatal intensive care unit (NICU), a nurse discovered the 
child was receiving 100 times the proper dose of heparin. An 
immediate review of all 35 NICU patients revealed three others 
had heparin IV overdoses running. These were stopped and those 
patients suffered no adverse effects. 

An immediate investigation by the hospital’s Sentinel Event Rap-
id Response Team discovered a series of missteps that aligned 
despite the presence of preventative systems and processes 
including computerized physician order entry (CPOE). The criti-
cal error was an erroneous heparin overdose order in a “Neonatal 

Admissions” order set. Order sets that include medication orders 
at this hospital must be approved by the Pharmacy and Therapeu-
tics Committee (P&T). P&T had previously approved the order 
set, but on the morning of the incident the Medical Director of 
the NICU called IT and requested that several non-pharmacy 
orders immediately be added to the order set. The purpose of 
these new orders was to capture additional data needed for the 
monthly neonatology quality report that is electronically sent to a 
national database and used for quality benchmarking. The clinical 
IT analyst did not think the order set needed to go back to P&T 
because there were no new pharmacy orders. However, this EMR 
requires the analyst to re-enter the entire order set when making 
any changes. The analyst made a decimal point error when key-
ing in the Heparin order. No other clinician reviewed, tested, or 
reviewed the change. 

Key points
•	 Inaccurate or inconsistent clinical content in an EMR is a 

risk to patient safety. 
Automation can propagate such errors to multiple patients 
before being discovered and corrected. Physicians and their  
staffs will develop or customize clinical content for parts  
of their EMR such as order sets, documentation templates,  
physician orders, and discharge instructions. This case serves 
as a reminder of the need to be very attentive to the accuracy 
of clinical content in an EMR. The tragic outcome in this 
case was initiated by a type of human error (a “typo”) that 
can be anticipated and prevented by oversight processes.  

•	 Physicians should oversee the processes used to manage  
and monitor the development of clinical content. 
Physicians will usually be called on to be the “authors” of 
EMR clinical content for items they are most knowledgeable 
about, such as the documentation templates and order sets. 
Ideally the physician will develop content that is evidence-
based and collaborate with others in the practice to avoid 
conflicting content and to reduce variations in care. But 
physicians should also oversee the processes used to manage 
and monitor the development of other clinical content as 
well. Similar to the hospital P&T committee, a physician or 
physician group should review and approve new or changed 
content before it is put into their EMR. Content should also 
be reviewed by the authors at least annually to keep it  
up-to-date.

•	 Physicians should work with their EMR vendor to ensure 
that the clinical content in their EMR meets the emerg-
ing state and federal vocabulary standards for content. 
Vocabulary standards define how an EMR “encodes” 
clinical data. This facilitates the ability of EMRs to reliably 
exchange that data with other systems. In other words, if 
two EMRs use the same definition of “gestational age” and 
encode that measurement in the same way, those EMRs  
will be able to exchange that data (“talk” with each other) 
reliably. In this case, the neonatologists were adding an  
order to capture “gestational age” in the EMR to meet a  



the Reporter | 19

                                        cme    				  
				                                 ACTIVITY         

November-December 2010

new vocabulary standard determined by their specialty’s 
national quality benchmarking entity. Some state and federal 
vocabulary standards exist, but more are forthcoming with 
the HITECH “meaningful use” requirements.  

3. Work flow and communications

Case study
 A pediatric group in the final stages of selecting an EMR product 
sent their “physician champion” on site visits to two similar prac-
tices that had implemented identical versions of the same EMR. 
At the first site visit, the physicians are very pleased with the 
EMR and describe how clinical decision support tools help them 
achieve their goals. For instance, during an 8 month-old well 
child visit, the EMR defaults in a developmental history template 
that prompts age-appropriate questions. With a single click on the 
<Order> button, an order set with routine orders for an 8 month-
old well child visit displays. The orders are completed in 30 
seconds. The pediatricians proudly tout the weight-based dosing 
option that calculates medication doses based on the patient’s  
current weight.

At the second site, the physicians, parents, and staff grumble 
about “going electronic.” They complain about how long it takes 
to enter orders. The visiting physician gains much insight while 
observing an 8 month-old well child visit. The physicians rarely 
make eye contact with the parents as they struggle to find age-
appropriate developmental screening questions from a single, 
developmental history template used for all patients. They order 
each immunization, test, and prescription separately. Each test re-
quires at least 5 clicks, three screens, and a lot of scrolling. They 
also manually calculate medication doses and type them into the 
e-prescribing screen. It takes several minutes to complete the 
orders. When asked why they do not use the EMR’s weight-based 
dosing option, they reply that they discovered the weight-based 
dosing function is not safe to use. 

Key points
•	 Successful EMR implementations leverage the capabili-

ties of the EMR to streamline work flow and achieve 
specific goals. 
It is common to find physician groups who use the same 
EMR product with differing degrees of satisfaction because 
of differences in how they design, configure, and use the 
same product. Most have at least some features that can 
be designed and configured to work in different ways, or 
not used at all. (This can include order sets, documentation 
templates, health care maintenance tools, and other clinical 
decision support tools.) Understanding these capabilities 
and designing optimal ways to leverage them are critical for 
successful EMR implementations. The first group knew their 
goals and designed the EMR to achieve them. They were 
particularly adept at leveraging the EMR’s capabilities to 
streamline work flow. The second group is floundering with 
poor work flows and no apparent goals for the EMR other 
than “going electronic.”  

•	 Automation of inefficient paper-based processes is a com-
mon risk to avoid. 
In the first office, the physicians consider weight-based 
dosing to be a time-saver and patient safety enhancement, 
but the second office considers it to be a patient safety risk. 
It turns out that in the second office the nurse opens up and 
uses a single documentation template to enter documenta-
tion during the entire patient visit just like she did with paper 
records. She keeps this template “open” because it takes 
too much time to submit part of the documentation, then 
re-open it to document more, then submit, re-open and so on. 
So when the physicians used the weight-based dosing op-
tion, “today’s” weight would not display because the nurse 
had not yet submitted that data. Thus, their poor work flow 
design and lack of synchronization not only slowed them 
down, but created a patient safety issue if the weight-based 
dosing option was used. In the first office, they avoided this 
by designing a “vital signs” template that the nurse used at 
check-in. After the vital signs were entered into the template 
and “submitted” by the nurse, the next logical documenta-
tion template conveniently popped-up to use. This group had 
used an IT consultant to help them redesign their work flow 
to take advantage of a paperless environment. 

•	 EMRs can interfere with physician-patient and  
physician-nurse communications. 
The lack of eye contact noted by patients in the second office 
is an example of how EMRs can impede communications in 
health care settings. It is prudent to be aware of the potential 
for such communication problems and to consider ways to 
avoid them. 62    

4. Personnel and training

Case study
 A multi-office practice has used an EMR for 18 months. Mary, 
an office manager with project management and IT experience, is 
the primary caretaker of the EMR. She struggles with two other 
office managers who want to have the same access she has to 
configure the EMR. Their argument is that they know what’s best 
for their offices and that Mary is too busy to meet their needs. 
Mary argues that she is not too busy, but that it takes time to 
properly test and manage changes made to the EMR. The office 
managers’ arguments are taken to the physician’s EMR oversight 
group. That group asks Mary to “let it go” and provide the access 
those office managers need.

 One week later Mary was suddenly inundated with phone calls. 
Physicians were unable to enter diagnosis codes, and their staffs 
unable to work claims. Mary called the two office managers who 
swore they had done nothing wrong. One of them, whose office 
was having no problems, stated that she did add several diagnosis 
codes to a template because her physician wanted them. Mary 
discovered that the manager had failed to link all of the other 
physicians to the new template. This is why her office was the 
only one with no problems.
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Mary fixed this issue, but then decided to run an audit to see 
if any other changes had been made to the EMR. She indeed 
discovered a change the other office manager made to a param-
eter called “allergy severity default” with the default answer 
changed from “severe” to “mild.” Mary knew about a “quirk” 
with this EMR in which it fails to trigger an allergy alert if the 
allergy is entered as “mild.” She had previously taken the issue 
to the physician oversight group who determined that the answer 
in this field must default to “severe” when physicians enter 
an allergy. They felt it was a patient safety risk if every time a 
physician entered an allergy they also had to actively change the 
default answer to “severe.”  When Mary explained this, the office 
manager said that her physician claimed a “severe” allergy is one 
where anaphylactic shock occurs, and that he was tired of always 
changing the answer from “severe” to “mild.” Mary changed the 
default answer back to “severe”, asked the EMR physician over-
sight group to re-educate the physicians. She began working with  
the EMR vendor to completely remove “mild” as an available 
answer. The vendor promptly complied. 

Key points
•  	 The most common source of problems with using EMRs 

is inadequate training. 

Case studies of EMR implementations, whether successful 
or failed, consistently list “training” as a key factor for suc-
cess. Ongoing educational reminders, especially for “work-
arounds” and unique issues as exemplified in this case, are 
often useful. 

•	 Be wary of “work-arounds.” “Work-arounds” are encoun-
tered because people creatively develop ways (especially 
manual ones) to work around technology when it obstructs 
them from doing something. Be wary of EMR work-
arounds, and make sure they are the best solution to the 
problem. In retrospect, completely removing “mild” as an 
option in this case would have been a better initial solution 
instead of the work-around that was developed. 

•	 Resolving EMR-related patient safety issues is a shared 
responsibility between the physician and EMR vendor. 
Work collaboratively with the EMR vendor and prioritize 
issues for them. If ten issues are reported, but only one of 
them is a patient safety issue, prioritization will focus the 
vendor’s resources on the important issue. Mary immediate-
ly notified and educated the vendor about the patient safety 
issue in this case. 

•	 Proactive management of EMR changes will reduce the 
number of EMR-related problems. 
There are standardized “change management” practices 
that minimize the risk of unexpected EMR problems. These 
proactive practices ensure that each change is adequately 
tested, approved, and communicated in advance. Advance 
communication of an EMR change should indicate who, 
what, where, when, and why changes are being made. This 
provides an opportunity for critical feedback.

•	 Effective communication is essential for safe patient care
Poor interpersonal relationships and the lack of effective 
communication among staff directly contributed to the 
problems in this case. Discussion of the proposed changes 
would have allowed Mary or others to intervene and avoid 
the problems entirely.   

5. User interface

Case study
 A small practice had their EMR vendor develop a custom report 
called the Patient Summary that “pulls in” EMR data, including 
lab and radiology results. This report is useful for physicians who 
are on call because they can remotely access it from home over 
the Internet. Over one weekend the on-call physician discovered 
that some of the lab results for one patient did not show up on the 
Patient Summary. He checked several other patients and found 
another example of missing results. He decided that this report 
was unreliable and that he would not use it until the issue was 
understood. 

The EMR vendor was notified on Monday. They quickly deter-
mined that the report was working normally and no data was 
missing. They suspected the physician forgot that this report 
displays a little <+> symbol at the bottom of the screen if there 
are additional lab results that will not fit in the space provided. At 
that point the physician realized that he had used his new iPhone 
for the first time and that the small viewing display made it very 
difficult for him to see the small <+> symbol. 

Key points
•	 Displaying medical data on a computer screen in a man-

ner that meets the cognitive challenge at hand is difficult 
and can fragment a physician’s thought processes. 
“User interface” refers to the way a computer program 
interacts with the person using the program. Displaying 
data on computer screens in a manner that meets the cogni-
tive challenge at hand is difficult and not well-studied. 63 
Physicians would prefer that the computer fold out into a 
three-page summary so that they can get a better  “gestalt” 
or overall view and feeling of a clinical situation. Multiple 
screens, poor resolution, numerous mouse clicks, and exces-
sive scrolling all tend to fragment the clinician’s established 
patterns of thought. In this case the small display inherent to 
smart phones was inadequate when viewing that report. 

•	 “Think simple” when developing EMR screens  
for clinicians. 
Complexity makes EMR use even more difficult and less 
safe. Most EMRs allow modifications to some EMR screens 
that physicians interact with such as documentation tem-
plates, reports, orders and order sets. Good advice to those 
who develop these screens is to “think simple.” For example, 
if six gastroenterologists decide to each create their own 
list of 25 order sets to accommodate personal preferences, 
their EMR order set screen will display 150 order sets. 
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Creating a screen that displays 150 choices for physicians 
has a pre-determined fate. They would be better served by 
collaborating on 25 evidence-based order sets to share. The 
result will be less frustration, less variation from evidence-
based medicine, and less work when annually reviewing the 
content of order sets.         

6. Organizational characteristics

Case study
Several years ago the leadership of an Accountable Care Orga-
nization (ACO) formed between a local health care system and 
a multi-specialty physician group began working collaboratively 
on a common vision for patient safety excellence. System-wide 
integration and use of medication reconciliation were top priori-
ties. The EMR used by the hospitals has an ambulatory compo-
nent that meets all of the critical requirements determined by the 
physician board members. If implemented, the ambulatory and 
hospital EMRs could be integrated and share the same master 
patient index, drug formulary, medication index, allergy index, 
and set of clinical decision support rules. However, the physi-
cian board — influenced by several leading opinion-makers who 
favored an alternative EMR — convinced ACO leaders to allow 
the physicians to purchase their own ambulatory EMR. System 
resources were used to purchase and develop a data repository 
that could send/receive (bi-directionally) and store data between 
multiple sources. The vendors involved promised they could 
provide the infrastructure and tools necessary to capture and 
manipulate the data. 

Two years later, a patient suffered a severe anaphylactic reac-
tion after receiving an antibiotic injection in a physician’s office. 
An investigation found that although the EMR had properly 
displayed the allergy, the antibiotic order had not triggered an al-
lergy alert. Further research revealed multiple ways for an allergy 
to be entered into their customized, bi-directional medication 
reconciliation tool that would successfully display the allergy in 
the ambulatory EMR, but not trigger an alert during the order-
ing process. Their conclusion was that the use of different EMRs 
with multiple drug formularies, multiple medication and allergy 
indices, and different clinical decision support rules is more 
complex than anticipated. They suspended use of the medication 
reconciliation tool until they could determine whether they could 
more effectively execute their current strategy.

Key points
•	 Effective organizational characteristics are key  

components of safe EMR use. 
Cultivating a culture of safety, focusing on quality, promot-
ing transparent communications, and alignment of strategic 
planning with prioritized goals are examples of characteris-
tics conducive to safe EMR use. In this case, the organiza-
tion did well creating a shared vision with common goals/
priorities. However, organizational alignment fell apart 
when the unbalanced interests from one part of the organiza-
tion created the perceived need for an alternative strategy. 

Although the new strategic plan was plausible, the organiza-
tion did not have the resources or discipline to effectively 
execute plans that were considerably more complex. It will 
be paramount for ACOs to effectively manage such issues in 
the future. 

 
7. State and federal rules/regulations 

8. Monitoring
These last two of the “eight rights” refer to aspects of EMR use 
that are beyond the control of individual physicians or organiza-
tions. In support of achieving “meaningful use,” we need our 
state and federal governments to be supportive of rules, laws, 
regulations, and policies that protect privacy, facilitate matura-
tion of IT infrastructure, and help physicians successfully adopt 
EMRs. HITECH is helping initiatives in all these areas including  
the funding for 60 Regional Extension Centers to assist physi-
cians with EMR adoption and use. 

Several of the case studies highlight a need for physicians and 
organizations to monitor processes and establish oversight 
mechanisms. Similarly, our state and federal governments should 
facilitate oversight and monitoring of health IT at a higher level 
through the coordination of EMR product hazard reporting tools 
and accreditation or certification of EMRs for functional usability. 

In summary 
A consistent theme running throughout this article is that health 
IT tools can improve the quality of care when they are well- 
implemented and well-used. A corollary theme is that poor imple-
mentations and inappropriate use of technology can be harmful 
to patients. Most of the technology-related problems discussed 
for e-mail, telemedicine services, and EMRs are related to fac-
tors that are controllable. The intent of this article is to increase 
physician awareness of these inherent technology risks and how 
to leverage controllable factors to manage them. This knowledge 
is an important aspect of achieving safe and meaningful use of 
EMRs as physicians venture further into the world of health IT. 
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September 23, 2010 — The FDA has announced that it will 
significantly restrict the use of the diabetes drug rosiglitazone 
(Avandia) to patients with Type 2 diabetes who cannot control 
their diabetes with other medications. These new restrictions are 
in response to data that suggests an elevated risk of cardiovascu-
lar events, such as heart attack and stroke, in patients treated with 
rosiglitazone. 

Complete details on this announcement can be found at the FDA 
rosiglitazone information pages, (http://www.fda.gov/Drugs/
DrugSafety/PostmarketDrugSafetyInformationforPatientsand-
Providers/ucm143349.htm and   http://www.fda.gov/Drugs/Drug-
Safety/PostmarketDrugSafetyInformationforPatientsandProvid-
ers/ucm226956.htm) or at the FDA website (http://www.fda.gov).

Rosiglitazone is allowed to remain on the U.S. market under new 
restrictions, which were outlined in summary form by Dr. Janet 
Woodcock, director of the FDA Center for Drug Evaluation and 
Research (CDER).

“GlaxoSmithKline (GSK) is directed to undertake a restricted 
access program under a REMS (risk evaluation and management 
strategy) with elements to assure safe use, including:

a. Provision of complete risk information to each patient and 		
documentation in their medical record that the information has 
been received and understood, and

b. Documentation from health care providers that each patient 
receiving rosiglitazone falls into one of two categories:

i. patients currently taking rosiglitazone, or 

ii. patients not already taking rosiglitazone who are unable 
to achieve glycemic control on other medications and, in 
consultation with their health care professional, decide not 
to take pioglitazone for medical reasons,

c. Documentation from health care providers that the risk infor-
mation has been shared with each patient,

d. Physician, patient, and pharmacist enrollment.” 

The FDA has also provided the following questions and answers 
for consumers and physicians.

What does the FDA’s decision for rosiglitazone mean for health 
care professionals who have patients currently taking this medi-
cation?

 
 

The FDA’s decision allows current users of rosiglitazone to con-
tinue using the medication if they appear to be benefiting from it 
and they acknowledge that they understand these risks. However, 
because of concerns for cardiovascular ischemia, physicians may 
want to consider switching patients to a different medication.

The rosiglitazone REMS will not take effect at the time of this 
announcement; rather, it will take several months to put the 
REMS in place. Once the REMS is in place, physicians will need 
to enroll their patients into the REMS in order for patients to 
continue receiving rosiglitazone.

We will be providing further information on this REMS  
program in the coming months.

What does the FDA’s decision for rosiglitazone mean for  
health care professionals considering putting a patient on  
this medication?

Once the REMS is in place, rosiglitazone will only be available 
to patients not already taking it if they are unable to achieve 
glycemic control on other medications and decide not to take pio-
glitazone for medical reasons. Health care professionals will have 
to attest to and document their patient’s eligibility if they believe 
that their patient is a candidate for rosiglitazone. Patients will 
have to review statements describing the cardiovascular safety 
concerns with rosiglitazone.

The decision to restrict availability of rosiglitazone has been  
analyzed by others, including the New England Journal of 
Medicine (available at http://healthpolicyandreform.nejm.
org/?p=12698) and the American Association of Clinical Endo-
crinologists (available at http://media.aace.com/article_display.
cfm?article_id=5016.

Information is also available from GlaxoSmithKline (http://www.
gsk.com/media/avandia-resource.htm)

TMLT strongly urges physicians to immediately begin using a 
written, signed patient acknowledgement form for all patients 
who are prescribed rosiglitazone. Until the formal REMS is 
implemented and a document is distributed by the FDA, we  
suggest using this form, found on page 29.

Physicians should also document in the chart the informa-
tion noted in the FDA announcement.  Please stay informed of 
developments related to rosiglitazone by monitoring the sites 
of the FDA (www.fda.gov), GlaxoSmithKline (http://www.gsk.
com/media/avandia-resource.htm), or your professional medical 
organizations.

FDA restricts access to the  
diabetes drug rosiglitazone (Avandia)
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